ID Analytics for Data Defense™

Maintaining the Trust You've Earned

Your customers and employees trust you with their personal information.
With this trust comes the obligation to protect this data from misuse. The
ID Analytics for Data Defense solution delivers the visibility required to
protect your customers, members, employees, and students in order to
maintain the trust that you've earned and your reputation.
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Protecting Personal Information

ID Analytics for Data Defense proactively monitors your data

and detects potential misuse by internal and external parties.

By analyzing the data files you maintain as well as 360 billion
aggregated attributes and two million reported frauds within the

ID Network® the nation’'s only real-time, cross-industry compilation
of identity information, ID Analytics for Data Defense develops an
integrated view of each individual's identity characteristics and

their connectedness to others’ identity characteristics. We call this
capability Personal Topology™ — a source of identity intelligence that
helps leading communication and financial service companies, as well
as retailers, government agencies, and health insurers safeguard their
business every single day.

The Advanced Analytics applied to Personal Topology deliver the
insight required to detect indications of identity theft such as
suspicious changes in identity information, unexpected identity
relationships, or shared identity elements. If the analysis finds
no evidence of harm, ID Analytics will certify that result on an
ongoing basis.

Minimizing Impact

In the unfortunate event that evidence of data misuse is found or
data loss has occurred, the ID Analytics for Data Defense solution
provides breach analysis services free of charge. Breach analysis
services are used to determine whether a breach has resulted in
identity theft, and to provide the precise information needed to
take appropriate action. This insight may be used to help facilitate
victim assistance in the form of identity restoration support or
extended identity monitoring services which alert individuals when
their identity is being used — potentially without permission.

If the misuse of data is traced to an inside threat, ID Analytics will
work with you to identify all employees or contractors with access
to the data. In the case of data breach from an external party, ID
Analytics will work with you to identify the source and location of
misuse in order to provide law enforcement the information they
need to take action. In fact, the Office of Management and Budget
(OMB) has recommended breach analysis services to federal
agencies as a preferred solution for addressing data breaches.

Think Ahead. Act Now.

Defend the sensitive data under your care. With ID Analytics for
Data Defense, your organization will have the advanced insight
and actionable intelligence to protect your reputation and enhance
customer trust.

To find out how ID Analytics for Data Defense can benefit your
organization, contact us today at datadefense@idanalytics.com,
858-312-6200 or 866-248-7344. Or visit us online at
www.idanalytics.com. ID Analytics will treat your inquiry with
the highest level of confidentiality by a dedicated expert.
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PROACTIVE VS. REACTIVE SOLUTIONS

BENEFITS

Provides consumers with a
copy of their credit report

Provides alerts of new
ingquiries to consumers
(1 or 3 bureau)

Detects organized misuse of
identity data

Provides certification from
an outside third party if no
evidence of harm is found

Provides organizations with
a list of specific individuals
that have likely been harmed
if a breach has occurred

Determines the magnitude of
a data breach and resulting
identity fraud

Provides the location of
data misuse to enable law
enforcement to take action

Monitors 100% of your
identity data so no need
for consumers to enroll or
take action
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